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QUESTION NO: 1

BR&AOBEVITZORTZONAA—IZFT7O4THLHIC, HILLVWDO—OT7O0—ZEKRTS
PDENHYNVET, REDED DOLZLLBHABREEFMATTA ?
AVZORTAONAA—DOCLI ZTYTITBDHARLAT O IVEERLET,

B. GitHub Marketplace T, 257 R

TONAE =R > TRRAENTRIEZAOT V>3V ZRRELET,

C. actions/jenkins-plugin 727> 3a>&FBL T, 277 R 7O0/N4Z—0OBEE®D Jenkins
72042 FALET,

D. GitHub Marketplace T GitHub IC& 2 THERE N ET Va3 2#RERLET,
EEOZTORZONAZ—OCLI ZFVO—RL, BETDRFIXNEHERELET,
Answer: B

Explanation:

Searching the GitHub Marketplace for verified actions published by the cloud provider is the
quickest and safest approach. Many cloud providers offer verified GitHub Actions that are
maintained and optimized to interact with their services. These actions typically come with
the correct configurations and best practices, allowing you to get started quickly without
reinventing the wheel.

Note: About GitHub Marketplace for apps

GitHub Marketplace where you can share your apps with everyone.

GitHub Marketplace connects you to developers who want to extend and improve their
GitHub workflows. You can list free and paid tools for developers to use in GitHub
Marketplace. GitHub Marketplace offers developers two types of tools: GitHub Actions and
Apps, and each tool requires different steps for adding it to GitHub Marketplace.

GitHub Actions

Anyone can publish an action in GitHub Marketplace. GitHub verifies some partner
organizations and these are shown as verified creators.

Reference:
https://docs.github.com/en/enterprise-cloud@latest/apps/github-marketplace/github-
marketplace- overview/about-github-marketplace-for-apps

QUESTION NO: 2

GitHub

Actions® I —2070—M>35, EQORSBEEND—IVT7O—TEILTRANEZ Y F—
EEAINETLLSH?

A 7TAR—RNEAWBRY RT—DDY—ANOT VR EZXBEETEDD—0U 70—

B.
BEOREDREEZMVEEHET ., GtHUDTHRARENTVWRI AV T TARTIFYETRUS
—ENBUENHDV—0 70—

C. HAZLKEERZZXEL LAV, EHEOY—o 70—
D.EHDARL—TFTAVIIATLET VA VAN —LENLEY T RNIITN=23 20 &R
ELtgs0—o70—

Answer: A

Explanation:

Self-hosted Runners: These run on your own infrastructure (on-premises or cloud). They are
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primarily used when you need specific environment configurations, such as custom hardware
(GPUs), specific operating systems, or access to internal resources behind a firewall.
Using self-hosted runners is a standard solution for accessing private internal network
resources, as they can be placed directly within your on-premises or cloud-based private
network.

Incorrect:

[Not B]

For GitHub Actions workflows with no specific environment configurations that must be
triggered on GitHub-hosted infrastructure, you should typically use GitHub-hosted runners,
not self-hosted ones.

Reference:
https://github.blog/enterprise-software/ci-cd/when-to-choose-github-hosted-runners-or-self-
hosted-runners-with-github-actions

QUESTION NO: 3

EQOD—o 70— RAFF/INY T XY t—2 Taction successfully

debugged) ZHAOLETAH ?

A. echo "::debug::action successfully debugged"

B. echo "::debug::message=action successfully debugged"

C. echo "debug=action successfully debugged"

D. echo ":debug:action successfully debugged:"

Answer: B

Explanation:

To output a specific debug message in GitHub Actions, use the ::debug:: workflow command.
Usage Syntax

You can issue this command by printing it to standard output (stdout) during a workflow step:
echo "::debug::{message}"

Reference:
https://docs.github.com/en/actions/reference/workflows-and-actions/workflow-commands

QUESTION NO: 4

ZINVOIANOXNZK2TR)A—ENDD—070—7lF, XK
TEANETIN VIOIARNESICT IV EATREHICERAEND ARV N
RAO—RAEEND GitHub Actions I TF AN Z7ANT A FENTTH,

A. github. U 7R N1

B. github./ X2/

C. github.event_path

D. github.job

Answer: B

Explanation:

In a workflow that runs on a pull request comment the event context contains the webhook
payload. With github.event you can read the structured fields for the comment text and the
pull request number. The comment text is available under the comment body field and the
pull request number is available under the issue number for comment events or under the
pull request number for pull request events. This makes github.event the direct and
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convenient source for these values.

QUESTION NO: 5

DevOpsT V2 ZTF7 LT, AREBLTIV3VORBICWMUBATVWET, 792320
B, XA1OIVRNURAVNORIC, FEFETRAIVTRNEZRITLEVWEEZEZ TV
T DAZLTOVDAVOAETF—RTI7AIINZERTHICE. E0T—RTOV U %ERE
AThERWVWTL&SH?

A. 1T

£/ 'nodel6'

E %4 github.event_name == 'push’ then 'start.js'

XA 2 'index.js'

B. £1T:

£ /: 'nodel6'

7°L: 'start.js'

EHI %M github.event_name == 'push’

XA 2 'index.js'

C. B1T:

£ /: 'nodel6'

BALA: 'start.js'

BATA S github.event_name == 'push’

XA 2 'index.js'

D. 5E17:

£ /: 'nodel6'

LARI: 'start.js'

before-if: github.event_name == 'push’

XA 2 'index.js'

Answer: B

Explanation:

The pre: line before the pre-if: line.

Note: runs.pre-if

Optional

Allows you to define conditions for the pre: action execution. The pre: action will only run if
the conditions in pre-if are met. If not set, then pre-if defaults to always(). In pre-if, status
check functions evaluate against the job's status, not the action's own status.

Note that the step context is unavailable, as no steps have run yet.

In this example, cleanup.js only runs on Linux-based runners:

pre: 'cleanup.js’

pre-if: runner.os == "linux'

Reference:
https://docs.github.com/en/actions/reference/workflows-and-actions/metadata-syntax

QUESTION NO: 6

##8 Tlk. GitHub Enterprise Cloud

CBT2EEILOBRALERTEEBRILITDIVLEN HYVET, HBROIXNTOVRI N
TEEBFRATESIVR—FXURNEEATLES A ?
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(FREFNOEREITEBHMRRERLTVET, 3 DBIRLTKEZL, )

A. GitHub Marketplace D#B/N—T 1> a2V ICRFE T I> 3>

B. GitHub Container Registry [CRTFE N1z H AKX L Docker 7 7> 3>
CEILTHRANZF—

D. Bt =

E.O—o70—-7>7L—hk
FAEBRODTZAX—RNIURZNIICRTFENLET O3

Answer: DEF

Explanation:

[D] Encrypted secrets can be accessed across repositories in the same organization, maki
it easy to store sensitive data (like API keys or tokens) securely while allowing multiple
workflows to access them.

[E] Workflow templates allow you to create reusable templates for workflows that can be
shared across repositories within the organization. This makes it easier to standardize
processes and automate them across multiple projects.

[F] Actions stored in private repositories within the organization can be reused across all

ng

repositories by referencing them in workflows. This ensures a centralized way of maintaining

custom actions.
Reference:
https://docs.github.com/en/actions/how-tos/reuse-automations/reuse-workflows

QUESTION NO: 7

FAREELT, BRILOBRRAICEIZFEEZERETDILOIC. ENLSB2DMEBRKZ
HERINETLEOD T ERRBTNTNTLBBARERLTVET, T EB1DICDE1

RAVRTY,

AfBDD—O7O—HNSHOHTENTES, BANAARET V>3 ED—U70—%
ERRLET,

B.

SHAFICENRARREEEBLELARTRLEHOON—TY N TLAAN—T 1232 ZEH
LET,

C

ZREFLET,

D.7—070—7T>7L—RhZEHRL, BBO.github U RSNV ICRIFLET,
Answer: AC

Explanation:

[A]

Implementing standards for reusable actions and workflows is the most effective way to
reduce duplication and maintain consistency across your GitHub organization.
Reusable Workflows (workflow_call)

Best for standardizing entire processes (e.g., a complete CI/CD pipeline).
Location: Defined in .github/workflows/ of a central repository.

Trigger: Use the on: workflow_call trigger to define inputs, secrets, and outputs.
Usage: Called from another workflow using the uses keyword (e.g.,

ERENXENENEZNRT IV CATAREBZIURSNIARAOT T 7 ILAI. LEOLETE
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owner/repo/.github/workflows/ci.ymi@v1).

Benefit: They allow you to enforce security scans, build steps, and deployment gates across
multiple repositories from a single source

[C]

Implementing a marketplace partition for internal GitHub Actions is a key strategy for scaling
automation securely and efficiently across a company. This centralized approach ensures
that developers use vetted, high-quality automation while adhering to corporate standards.
Strategic Implementation of Internal Reuse

To implement standards for automation reuse effectively, focus on these core components:
[C] Internal Actions Marketplace: Create a dedicated organization or specific repositories to
host and display shared actions. This "marketplace" acts as a curated directory of approved
automations, preventing the use of unverified third-party actions from the public marketplace.
Workflow Templates: Store standardized workflow templates in your organization's .github
repository. These templates appear in the "Actions" tab when a user creates a new workflow,
ensuring consistency across different teams.

[A] Reusable Workflows: Design modular workflows that can be called by other repositories
using the uses keyword. Unlike standard actions, these can manage entire jobs and runners,
making them ideal for standardizing complex CI/CD pipelines.

Internal Repository Sharing: Set repository visibility to Internal and configure Actions
permissions to allow access from other repositories in the organization or enterprise.
Reference:
https://www.incredibuild.com/blog/best-practices-to-create-reusable-workflows-on-github-
actions

https://xebia.com/blog/setting-up-an-internal-github-actions-marketplace

QUESTION NO: 8

LTFOFIVADSSE, GtHIbTERARENTWA ST F—TREL, BEBHRAMEDODT >
T—EERATILENHBDORFENTTAH?

A.

GitHUDTRARENTWVWAR T F—HFPR—NTB3D2ULORKERITT—I 70— 2RT
EKS

B.macOSLETOHE I RDHET

C.AEE/L R A'50,0000 ZH X %

D.V—U 70— CHEZHERAN—RIVITERZERTS

E.O—270—0—E& L TDockerAVTFHEFERTS

Answer: D

Explanation:

The use of self-hosted runners is required when your workflows depend on specialized
hardware configurations that are not available through standard GitHub-hosted runners.
While GitHub offers "larger runners" with GPU support for certain paid plans, self-hosted
runners provide the most flexibility for highly specific or proprietary hardware needs.
Scenarios Requiring Specialized Hardware

Specific GPU Models: Workflows for Al/ML training or intensive graphics rendering that
require specific NVIDIA or other specialized GPU architectures.

Alternative CPU Architectures: When you must build or test on specific ARM processors,
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legacy x86 32-bit systems, or other non-standard architectures not supported by GitHub's
managed pool.

High-Resource Requirements: Tasks needing massive amounts of RAM (beyond 256 GB) or
high-core counts for extreme parallel processing.

Custom Peripherals: Workflows that need physical access to hardware connected via USB,
PCle, or other local interfaces (e.g., embedded systems testing or hardware-in-the-loop).
Reference:
https://docs.github.com/en/actions/how-tos/manage-runners/self-hosted-runners/use-in-a-
workflow

QUESTION NO: 9

BREARBRRERBIL-INICEK, EORSB2EENHVETH ? ERREF TN EThTELHE
ZERLTVET, F: EF1DICD2E1RSABMTT,

A BEYREE

B AN —

C.o IR fRE

D.M4ELE1I—EHE

Answer: BD

Explanation:

In GitHub Actions, you can configure four primary types of environment protection rules to
control how and when deployments proceed to a specific environment.

These rules include:

[D] Required Reviewers: Specify up to six people or teams who must approve a deployment
before it can proceed. Only one reviewer from the list needs to approve to unlock the
deployment.

[B] Wait Timer: Set a mandatory delay (from 0 to 43,200 minutes) that must pass after a job
is triggered before it can run.

Deployment Branches and Tags: Restrict deployments to only occur from specific branches
or those matching certain tag patterns (e.g., main, release/*, or v*).

Custom Deployment Protection Rules: Enable third-party systems or automated tools (via
GitHub Apps) to gate deployments based on external data, such as security scan results or
ticket status.

Reference:
https://oneuptime.com/blog/post/2026-01-25-github-actions-environment-protection-
rules/view

QUESTION NO: 10
BEOQOURDNIADGD—O70-HDSB-—D—TJLYNITIERAITZIVENFHYERT
o Y—ULYRNEERTIHRBEZFEZMATTA?

A.
EBLARILTRES—ILY hEERL, BESAEFEIRZNUTZORKZFALRT

B. > — UL Yy hEERL, URZKN) FOEAELT[EBREALURI N]
ZEEL T, BEBURINIZEBRLET,
C.
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WFNADURISKNIIES—IL Y NEERL. >—OJLY NOREAFATa2ZEFICL
T, BEBURDNVZEBRLET,

D.>— VLY hZEHR—KRENTVWBEABF— AT F—IZREFELE T, OpenlD Connect
(OIDC) ZBH L TARF— AT FH—ANOT7 V7 AZFHFAL., UK N OATF—
AT F—hrs8>—JLYybh2U2IOLERT,

Answer: B

Explanation:

Creating secrets for an organization

When creating a secret or variable in an organization, you can use a policy to limit access by
repository. For example, you can grant access to all repositories, or limit access to only
private repositories or a specified list of repositories.

To specify that the secret should be available to selected repositories within the organization,
use the --repos or -r flag.

gh secret set --org ORG_NAME SECRET_NAME --repos REPO-NAME-1, REPO-NAME-2
Note: REST API endpoints for GitHub Actions Secrets Use the REST API to interact with
secrets in GitHub Actions.

* Set selected repositories for an organization secret

Replaces all repositories for an organization secret when the visibility for repository access is
set to selected. The visibility is set when you Create or update an organization secret.
Request example

Put /orgs/{org}/actions/secrets/{secret_name}/repositories

Reference:
https://docs.github.com/en/actions/how-tos/write-workflows/choose-what-workflows-do/use-
secrets
https://docs.github.com/en/rest/actions/secrets?apiVersion=2022-11-28#set-selected-
repositories-for-an-organization-secret

QUESTION NO: 11

GitHub Actions

TR, ATY7ORBELRIRBIETI-—RICKITEDRSIZREETNDDOTLLS D
?

ARBTO—RBEREIh, XOTF—HNFHTHEREZRELET

B. ATJ—RAEONBEER. EOUADBEREAREEZEKRLET,
C.HRIEETOA—RTREBKIZ—HOMEICEI >THBEIET

D. INTOHRTI—REXRKTT

Answer: B

Explanation:

GitHub Actions evaluates each step by the exit status of the process it runs. The runner
marks a step successful when the command finishes with an exit status of 0. If the command
returns any other code then the step is marked as failed and the job may stop depending on
your workflow configuration.

QUESTION NO: 12
FAREEL T, GitHub BT IPRFAIVARNZREL XL Lo IPFFAJA KNG GitHub
Actions ICEN LS BHEBZEATIN ? (BAFLEZTEBBREIBHENATVET, )
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2D0BIRLTLKEEV,

A IPT7RLANFEBNICHAEND 120, FBEOD GitHUb FARNZ >V F—ZHEATEEXT,
B.BEHID IP 7 RLAZFEDOEINTRARNZ Y F—Z2EATEET,
CX—TYRNTLAART O3> EATBICIE. GitHub Actions @ IP
TRLAGHZFATILEN B KT,

D. GitHub TTRARE N TVBR RBABLES > F—F. BHIP

PRLATERETED O, FATEET,

Answer: BD

Explanation:

Using GitHub Actions with an IP allow list. If you use an IP allow list and would also like to
use GitHub Actions, you must use self-hosted runners or GitHub-hosted larger runners with
static IP address ranges To allow your self-hosted or larger hosted runners to communicate
with GitHub, add the IP address or IP address range of your runners to the IP allow list that
you have configured for your enterprise.

Reference:
https://docs.github.com/en/enterprise-cloud@latest/organizations/keeping-your-organization-
secure/managing-security-settings-for-your-organization/managing-allowed-ip-addresses-for-
your-organization
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